
   

09/20/2021  

Dear Sir/Madam:  

On 08/06/21, Sullivan County Regional Health Department became aware of a breach with personal 

information on clients enrolled in our EBHV Program and Integra Lab’s data. We are notifying affected 

individuals via this web posting, so you can take personal action along with our organization’s efforts to 

reduce or eliminate potential harm. It was necessary to delay notification due to the protected nature 

of the forensic investigation. The incident investigation is not complete currently.  

The breach involving protected health information was theft of an iPhone with an active email account. 

Your personal information could have been viewed containing name and date of birth. The date range 

for the data breach is 11-04-20 thru 08-04-21.  

We recommend immediate steps be taken to protect yourself:  

• Register a fraud alert with the three credit bureaus listed here; and order credit reports:  

Experian: (888) 397-3742; www.experian.com; PO Box 9532, Allen, TX 75013  

TransUnion: (800) 680-7289; www.transunion.com; Fraud Victim Assistance Division,  

PO Box 6790, Fullerton, CA 92834-6790  

Equifax: (800)525-6285; www.equifax.com; PO 740241, Atlanta, GA 30374-0241  

• Monitor account statements, EOBs, and credit bureau reports closely.  

• Should your information be compromised, notify law enforcement immediately.  

Sullivan County Regional Health Department has taken these steps to protect your, and others’ personal 

information from further harm or similar circumstances:  

• Initiated a forensics security investigation.  

• Filed a police report and initiated a criminal investigation.  

• Address operational or technology updates or changes triggered by the incident to improve 

confidentiality, such as strengthening technology safeguards or administrative policies 

and/procedures.  

Sullivan County Regional Health Department sincerely apologizes for the inconvenience and concern  



this incident causes you. Your information privacy is very important to us and we will continue to do 

everything we can to correct this situation and fortify our operational protections for you and others.  

You may contact us with questions and concerns in the following ways:  

Contact Kim Austin 423-279-7597 between the hours of 8 a.m. and 5 p.m., Monday to  

Friday; sending an e-mail message to kaustin@sullivanhealth.org; addressing a letter to our 

postal address;  

Sullivan County Regional Health Department  

P.O. Box 630  

Blountville, TN 37617  

  

Sincerely,  

Gary Mayes  

Regional Director  

423-279-2792  


